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Memorandum of Understanding for MOU Number: [Contract No. xxxxx}
Enhanced Security Services (“MOU”) CO-DesMoines-FY?23
State Agency’s Name:

Department of Management (“DOM”), lowa Office of the Chief Information Officer (“OCI10”)

OCIO’s Address:
200 E. Grand Ave.
Des Moines, IA 50309

OCIO MOU Contact (“OCIO Notice Address”):
ATTN: Local Government Program Manager

200 E Grand Ave, Des Moines, IA 50309
515.281.5503

government.services@iowa.gov

Customer Name (hereafter “Customer”): Des Moines County

Customer Address 513 N Main St, Burlington 1A 52601

Customer MOU Contact (“Customer Notice Address”): Colin Gerst
513 N Main St
Burlington IA 52601
319-753-8238
gerstc@dmcounty.com

MOU Effective Date of Expiration: Available Annual Renewals:
Date (the
“Effective Date”): Feb. 28, 2025 None

Date of last
signature below

1. Introduction. This is effective as of the Effective Date. The parties may be referred to herein
individually as a “Party” or collectively as the “Parties”.

2. Purpose. Through this MOU, entered into pursuant to authority under Iowa Code chapter 8B,
OCIO’s will make available to the Customer Information Technology Services, including services
designed to guard against cyber attacks that could adversely impact Customer’s ability to deliver
mission critical services, threaten lifeline critical infrastructure, or otherwise negatively impact the
public health, safety, and welfare. This MOU establishes the terms and conditions pursuant to
which the Office provides these Enhanced Security Services (“ESS™). This includes the current
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Endpoint Detection and Response (“EDR”) software used to secure devices. This MOU supersedes
and replaces any pre-existing MOU between the parties for the provision of similar services.

3. Documents Incorporated. This MOU consists of the attachments identified below which are
incorporated by this reference as if fully set forth herein, and together comprise the terms and
conditions governing the relationship between the Parties. Documents incorporated by reference
into this MOU are designated below:

M Attachment A: Services & Pricing

W Attachment B: Obligation of PartiesOnboarding Plan

M General Terms for Cybersecurity Services, available at:
https://ocio.iowa.gov/document/general-terms-and-conditions-cybersecurity-services-0.

https://ocio.iowa.gov/document/20220224-baa-it.

(W IT Qualified Service Organization, available at:
https://ocio.iowa.gov/document/20220224-it-gso.

4.  Amendment of Attachments. Attachments may be amended from time to time. Updated versions
of attachment will be posted at https:/ocio.iowa.gov/contract-terms-and-conditions-templates and
electronic notice of the amended attachment will be provided to the Customer. The Customer shall
be deemed to have accepted the updated Attachment unless the Customer provides notice of its
non-acceptance in accordance with the Notice provisions of the Contract within 30 days.

5. Order of Precedence. In the event of any conflict or inconsistency between the various provisions
of this MOU, the MOU will be interpreted in accordance with the following order of preference,
presented in descending order of precedence, to the extent each is incorporated by reference above:
5.1.  The text of this MOU, excluding any attachment;

5.2.  Any Attachment or Exhibit to this MOU;

5.3.  The General Terms;

5.4.  The IRS Publication 1075 document;

5:5. The IT Business Associate Agreement;

5.6.  The IT Qualified Service Organization document.

6. Term and Termination. The term of this MOU shall be as stated in the table above unless
terminated earlier in accordance with this provision. This MOU will begin on the Effective Date
and expire on the Date of Expiration unless otherwise terminated by the parties as set forth below:
6.1.  Termination by Customer. This MOU is non-cancellable during the Term.

6.2. Termination by OCIO. OCIO may terminate this MOU upon 90-days’ notice with or
without cause. Noncompliance with the terms in Attachment B may result in immediate
termination of this MOU.

6.3.  Effect of Termination. Effective immediately upon notice of termination, Customer agrees
to uninstall any and all third party software installed on Customer devices pursuant to this
MOU. OCIO will cease monitoring Customer’s environment 30 days after the notice of
Termination or upon expiration of this MOU, whichever is earlier.

7. Services & Pricing. The goods and services provided pursuant to this MOU are set forth in
Attachment A.
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7.1.  Pricing. There is no cost associated with provision of services described hereunder.
7.2.  Authorized Utilization. Customer is entitled to install EDR software on Customer devices
up to the number of authorized installations identified in Attachment A.

7.2.1.  Additional Installations. Absent an amendment, Customer may not exceed the
not-to-exceed installation number. Please contact the Local Government Program
Manager to receive the Installation Change Order Form.

7.2.2.  Reducing Installations. Authorized Installations may be reduced during the term
of the MOU. In the event of reductions in Authorized Installations, Customer must
notify OCIO within 30 days. Please contact the Local Government Program
Manager to receive the Installation Change Order Form.

IN WITNESS WHEREOF, in consideration of the mutual covenants set forth herein and for other good
and valuable consideration, the receipt, adequacy and legal sufficiency of which are hereby
acknowledged, the parties have entered into this MOU and have caused their duly authorized
representatives to execute this MOU,

Customer, by

Signature:

) Shane A. McCampbell
Printed Name:

i Board of Supervisors, Chair
Title:

Date:

The Iowa Department of Management, Office of the Chief Information Officer, by

Signature:

Printed Name: Matt Behrens

Title: Chief Information Officer

Date:
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Attachment A: Services & Pricing
List of Goods/Services Provided to Local Governments
Service: Enhanced Security Services

e 24/7 Security Operations Center monitoring
e EDR software (CrowdStrike)

, _ 250
Authorized Installations:

Category: Security

Description: This service will provide next generation Endpoint Detection and Response (EDR) for
managed endpoints including PCs, servers and other devices. The EDR platform is designed to prevent a
wide range of known and unknown malware and threats and to provide protection from such threats; in
addition, they provide the ability to investigate and remediate incidents that evade protection controls.
Additionally this service includes 24x7 around the clock security monitoring and incident response
positioned to appropriately respond to cybersecurity threats against the protected endpoints. Pursuant to
Jowa Code section 47.1(8) and Iowa Admin. Code rule 721-29.4(4), county auditor offices must
participate in OCIO’s cybersecurity services. Other county offices may participate in the same services
but are not compelled to do so.
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Attachment B: Obligations of the Parties

Through this MOU, Customer agrees to:
1. Install the EDR software on all county-issued devices in the County Auditor’s office.

2. Install the EDR software on other county-issued devices up to the Authorized
Installations as referenced in Attachment A.

3. Inquire with the OCIO Security Operations Center (“SOC”) to confirm that for each
installation the SOC can see the computer on the SOC monitoring tools. Inquiries must be by email sent

to: soc@iowa.gov.

4. Assist OCIO staff in evaluating EDR logs during the phased implementation of the EDR
tool and remediating or whitelisting identified issues.

S Evaluate installation reports provided periodically by OCIO throughout the Term to
ensure that appropriate devices in Customer facilities are protected with EDR software.

6. Work with OCIO staff in responding to security incidents by providing information or
access as necessary to ensure security incidents are fully addressed and remediated.

7: Uninstall OCIO-provided EDR software at the end of the MOU, or as otherwise directed
by OCIO.

Through this MOU, OCIO agrees to:

1. Provide EDR software to Customer so that Customer can install the EDR tool on all
devices in the County Auditor’s office and up to the Authorized Installations referenced in Attachment A.

2. Respond to Customer inquiries concerning the installed status of EDR software on
specific devices.

3. Provide logs to Customer during the phased implementation of the EDR software and
consult with the Customer concerning the logs to either provide guidance on remediation of log entries or
to whitelist the activity within the EDR monitoring tool.

4, Provide installation reports to Customer at least yearly so that Customer can determine
whether or not EDR software is installed within Customer facilities up to the Authorized Installations
referenced in Attachment A.

5. Work with Customer staff on an ongoing basis to evaluate security incidents identified by
the EDR tool or otherwise.

6. Work with Customer staff in response to any security breach identified to provide
Customer the necessary information and guidance so that Customer can respond to and remediate any
security breach. This MOU does not cover additional response and remediation services offered by the
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OCIO, which may be offered through a separate agreement.

7. UNINSTALL - Support the customer in the uninstallation process.
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s Southeast Iowa Regional Housing Authority
218 N 3" Street, Suite 309
Burlington, IA 52601

PH 319-753-5109

FX 319-752-8008

05/16/2023

Tom Broeker

Des Moines County Board of Supervisors
513 N Main St

Burlington, lowa 52601

Dear Mr. Broecker,

The Southeast lowa Regional Housing Authority currently has one vacancy on its Board of
Commissioners. Ms. Mary Steffener of lowa State University Extension Office — Des Moines
County has expressed an interest in serving on the Housing Authority board. The Southeast lowa
Regional Housing Authority administers the Section 8 Housing Choice Voucher Tenant-Based
Rental Assistance Program throughout the 4 — county region; Des Moines County, Henry County,
Lee County, and Louisa County. With the exceptions of 3 cities within those counties; Burlington,
Fort Madison, and Keokuk.

On behalf of the Southeast lowa Regional Housing Authority, | hereby respectfully request the
appointment of Ms. Steffener to serve as a Des Moines County representative. For confirmation,
Ms. Steffener can be reached at:

lowa State University Extension Office — Des Moines County
1700 W Mt Pleasant St

West Burlington, 1A 52655

319- 671-7165

Please e-mail determination of this action to kfraise@seirha.com at the earliest possible
convenience.

If you have any questions or concerns regarding this matter, please feel free to contact our
office. Thank you for your time.

Sincerely,

Katelyn Fraise
Executive Director



APPLICATION FOR FIREWORKS PERMIT
UNINCORPORATED AREAS OF DES MOINES COUNTY, IOWA

Submit To: Des Moines County Auditor, Courthouse, 513 N. Main, Burlington, lowa 52601

APPLICANT (MUNICIPALITY, FAIR ASSOCIATION, AMUSEMENT PARK, ORGANIZATION, GROUP OF
INDIVIDUALS) J&M Displays, Inc. applying for Gary Hoyer Display PHONE: 319-394-2655
ADDRESS OF APPLICANT: 18064 170th Ave., Yarmouth, IA 52660

NAME OF APPLICANT'S REPRESENTATIVE COMPLETING APPLICATION: Susan Skalinski
REPRESENTATIVE'S DATE OF BIRTH (DOB): 1958

DATE/TIME OF DISPLAY INCL. RAIN DATE: June 30th, 2023 Approx 10:05 pm
LOCATION OF DISPLAY: Spirit Hollow
DETAILED DESCRIPTION OF DISPLAY See Attached

OPERATOR (Name and DOB) David Oetken PHONE: 319-457-1405
ADDRESS: 18064 170th Ave., Yarmouth, IA 52660

Qualifications of Operator (Copy of proof must be attached)

1. Pyrotechnic Guild International, Inc. / American Pyrotechnic Association certification
2.__ Other formal fireworks safety training. Please specify: L Lic.

Fire Prevention Measures: Water extinguishers, cell phones, spotters

I /).é)w/ 5@043 , being Fire Marshal of the rlin Fire Department,

Uheo Township, do hereby approve of the display, Iocatioa %ggjire eyentipn measure
for this Fireworks display. Fire Chief/ Designee Signature& Date M S //? 23
| hereby affirm that | understand that no person shall handle or explode Fireworks while under the
influence of alcohol, narcotics, or drugs which could adversely affect judgment, movements, or stability;
that no person will set up or explode Fireworks after 11:00 pm; that no person will set up or explode
Fireworks who is not 18 and qualified as set out above or who is not under the direct supervision of the
Operator; that the Operator will conduct a thorough search for any unexploded Fireworks or fuses; that
any unexploded Fireworks will be stored or disposed of in a safe manner; and that the Sponsor,
Operator, and | will follow its terms and the laws of the State of lowa. Further, | specifically agree to
protect, defend, and hold Des Moines County, lowa, its officers and employees, and the Fire

Chief/designee who signs this application harmless from any and all damages or claims for damages
that might arise or accrue by reason of the granting of the permit for which | am applying.

ianatura of Ananlicant 8 NData

| This Application (is) (is not) approved by the Des Moines County Board of Supervisors on the
day of

’

Chairperson, Des Moines County Board of Supervisors

Copy to: Des Moines County Sheriff; Fire Chief; Police Dispatch



ALCOHOLIC
BEVERAGES
DIVISION
State of lowa

Applicant

NAME OF LEGAL ENTITY

APRES BAR COLLC

ADDRESS OF PREMISES

State of lowa

Alcoholic Beverages Division

4/0/0 - 180498

NAME OF BUSINESS(DBA) BUSINESS

Apres Bar Co (515) 789-0044

PREMISES SUITE/APT NUMBER CITY COUNTY ZIP
18876 111th Avenue Sperry Des Moines 52650
MAILING ADDRESS CITY STATE ZIP
3610 Holcomb AvenueBeaverdale Des Moines lowa 50310
Contact Person
NAME PHONE EMAIL
Jillian Harrington (5615) 422-4224 admin@apresbarco.com
License Information
R
LICENSE NUMBER LICENSE/PERMIT TYPE TERM STATUS
Class C Retail Alcohol License 5 Day Submitted
to Local
Authority

TENTATIVE EFFECTIVE DATE

May 30, 2023

SUB-PERMITS

Class C Retail Alcohol License

TENTATIVE EXPIRATION DATE

LAST DAY OF BUSINESS

June 3, 2023



ALCOHOLIC

o State of lowa

DIVISION s ' -
State of lowa Alcoholic Beverages Division

PRIVILEGES

Outdoor Service

Status of Business

BUSINESS TYPE

Limited Liability Company

Ownership

« Individual Owners

NAME | CITY | STATE | ZIP | POSITION | % OF OWNERSHIP | U.S. CITIZEN

Jillian Harrington = Des Moines 1 lowa | 50310 Owner " 100.00 Yes

Insurance Company Information

INSURANCE COMPANY POLICY EFFECTIVE DATE POLICY EXPIRATION DATE

lllinois Casualty Co May 30, 2023 May 29, 2024

DRAM CANCEL DATE OUTDOOR SERVICE EFFECTIVE OUTDOOR SERVICE EXPIRATION
DATE DATE

BOND EFFECTIVE DATE TEMP TRANSFER EFFECTIVE TEMP TRANSFER EXPIRATION

DATE DATE





















































































































